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Abstract: Detecting fake faces produced by face forgery technologies attracts intensive attention in recent years. Deep learn-
ing approaches have shown their effectiveness in deepfake detection task. Some previous deep learning-based methods exploit
forgery artifacts in spatial domain but easily overfit the specific forgery patterns. Therefore, some works utilize additional fre-
quency domain information to obtain generalized features. We consider to improve the frequency-based methods in two aspects:
1) extracting discriminative frequency features comprehensively; 2) mining complementary features in different domains suffi-
ciently. In this paper, we propose a dual-stream network named FAClue for deepfake detection, which extracts comprehensive
frequency information to complement spatial domain features. Specifically, the FAClue consists of three main components. A
Frequency-Attention Extractor (FAE) is proposed to adaptively highlight prominent frequency bands from both global and local
perspectives. A RGB-Frequency Complementary Enhancement (RFCE) module is developed to mine complementary informa-
tion between RGB and frequency domains in an explicit manner. A Frequency Guided Attention (FGA) module is designed
to fuse different domain features and generate discriminative features for detection. Extensive experiments on three benchmark

datasets demonstrate the FAClue achieves competitive performance compared with state-of-the-art methods.
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1 Introduction

In recent years, fake face images are widely disseminated
online, posing a threat to portrait rights and personal prop-
erty. Therefore, it is imperative to develop effective methods
for detecting fake faces.

Deepfake detection is often defined as a binary classifi-
cation task that judges whether a face image is real or fake
[1]. Recently, deep learning-based methods have achieved
high detection performance and shown robustness to mul-
tiple face forgery technologies. Prior works [1-3] ex-
ploit forgery artifacts in spatial domain but easily overfit
the specific forgery patterns in the training data, degrad-
ing the performance on cross-testing [4, 5]. Fortunately,
frequency information contains invisible forgery artifacts,
which might be useful in complex scenes (e.g., low-quality
videos and unseen forgery types) [6]. To alleviate overfit-
ting and obtain generalized features, some works [6—10] ex-
ploit frequency domain information extracted by discrete co-
sine transform (DCT) [11] to assist the spatial domain fea-
tures. These frequency-based methods extract convolutional
neural network (CNN)-compatible frequency representation,
and utilize the feature representation capacity of CNNs for
frequency-aware deepfake detection [6]. Existing works [6—
10] mainly focus on obtaining rich frequency features that
are complementary to RGB features. Despite the outstand-
ing performance of these methods, there are two aspects that
are worthy of further investigation to enhance the perfor-
mance of deepfake detection.

Specifically, one is extracting discriminative frequency
features comprehensively. Some works [6—8] apply hand-
crafted or learnable filters on DCT coefficients. Empiri-
cally, this filter-based frequency extraction strategy might be
coarse, limiting the capacity of extracting discriminative fre-
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quency features [9]. Some works [9, 10] perform DCT [11]
on local image patches to form manual frequency maps and
design a module to further interacts information in different
frequencies. We notice that some image patches may only
contain real regions. The local frequency features extracted
from these patches may lack discriminative information be-
tween real and fake regions, while the global frequency fea-
tures can assist these local features to enhance the feature
discrimination. Motivated by these observations and [6, 12],
we design a Frequency-Attention (FA) module to adaptively
highlight prominent frequency components. We further ap-
ply the designed FA modules to global and local DCT co-
efficients, and integrate the global and local frequency fea-
tures to generate discriminative frequency features compre-
hensively.

The other is mining complementary features in different
domains sufficiently. Existing works [7, 10] often combine
RGB and frequency features by concatenation and convolu-
tions sequentially, and obtain their attention maps by split-
ting the combined features along channel dimension in mul-
tiple stages. The straight convolutions may reduce the com-
plementary features in RGB and frequency domains. There-
fore, we mine complementary information along spatial and
channel dimensions in a more explicit manner to enhance the
complementarity.

Specifically, we propose a dual-stream network for deep-
fake detection, called FAClue. The FAClue consists of three
key parts, i.e., Frequency-Attention Extractor (FAE), RGB-
Frequency Complementary Enhancement (RFCE) module,
and Frequency Guided Attention (FGA) module. Our main
contributions are summarized as follows:

o The FAE is proposed to adopt FA modules to adaptively
highlight prominent frequency bands and generate dis-
criminative frequency features from both global and lo-
cal perspectives.

o The RFCE module is proposed to mine complementary
features along spatial and channel dimenssions, making
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different domain features focus on prominent informa-
tion in their own domain. Moreover, an FGA module is
designed to fuse different domain features and generate
discriminative forgery features.

o Extensive experiments demonstrate FAClue achieves
competitive performance against state-of-the-art deep-
fake detection methods on three benchmark datasets.

2 Related Work

2.1 Deepfake Detection

With the rapid development of face forgery technologies,
deepfake detection methods based on CNNs achieve excel-
lent performance in deepfake detection task. Prior works [1—
3] exploit forgery artifacts in spatial domain but easily over-
fit the specific forgery patterns in the training data. In order
to obtain generalized features, current methods usually use
three approaches, i.e., auxiliary task supervision [13-15],
multi-modality mining [16, 17], and multi-domain feature
learning [6-10, 18-21]. In terms of multi-domain feature
learning, different domain features are applied to assist spa-
tial domain features, e.g., steganalysis features [18, 19], tem-
poral clues [20, 21], and frequency features [6—10].

Frequency features have shown effectiveness in computer
vision tasks, e.g., image manipulation detection [22] and
camouflaged object detection [23]. For deepfake detection,
Qian et al. [6] utilize fixed and learnable filters to obtain
frequency features from global and local DCT coefficients.
Later developments mainly focus on two directions. On the
one hand, some works [7, 8] focus on global DCT coeffi-
cients, and adopt a well-designed framework with auxiliary
task supervision for accurate deepfake detection. Jia et al.
[5] propose a frequency adversarial attack method that uses
learnable filters for robust deepfake detection. On the other
hand, some works [9, 10] focus on local DCT coefficients
and propose an elaborate module to extract fine-grained fre-
quency features. Inspired by these pioneering works, we
consider to design an attention module for extracting fre-
quency features from DCT coefficients. We further fuse
frequency features from both global and local perspectives
to leverage complementary information in global and local
DCT coefficients.

2.2 Attention Mechanism

Attention mechanism is commonly used in computer vi-
sion tasks to adaptively highlight important features, e.g., SE
block [24] and CBAM [12]. In deepfake detection task, at-
tention mechanism is widely applied to enhance the feature
representation. Chen et al. [7] propose a RGB-frequency
attention module (RFAM) to fuse information in both RGB
and frequency domains for more comprehensive feature rep-
resentation. In order to enhance the feature complementarity
between different domains, Gu et al. [10] design a mutual-
enhancement module (MEM) to fuse RGB and frequency
features. Different from them, we consider to mine comple-
mentary information along spatial and channel dimensions
in a more explicit manner to enhance the complementarity.

3 Methodology

3.1 Overview

The architecture of the proposed FAClue is shown in Fig.
1. Specifically, given an input RGB image, the FAClue first

adopts an FAE to generate discriminative frequency features.
Moreover, we design a Frequency-Attention (FA) module
to adaptively highlight prominent frequency bands in FAE.
Multiple FA modules are applied to global and local DCT
coefficients to extract frequency features from global and lo-
cal perspectives, respectively. Next, the RGB and frequency
features are separately fed into two backbones to extract hi-
erarchical forgery features in spatial and frequency domains.
To mine complementary information in different domains,
the RFCE modules are applied between the two branches.
Finally, an FGA module is utilized to fuse different domain
features for detection.

3.2 Frequency-Attention Extractor (FAE)
3.2.1 Frequency-Attention (FA) module

Frequency information contains unseen forgery clues in
frequency domain, which reveals the abnormal frequency
distribution between real and fake faces [6]. Motivated by
this and the CBAM [12], we design an FA module, which
is directly applied to DCT coefficients, to model the inter-
frequency relationships between different frequency bands.
The FA module assigns different weights to different po-
sitions of DCT coefficients corresponding to different fre-
quency bands. By this way, the FA module adaptively em-
phasizes the prominent frequency bands.

The inputs of the FA module are DCT coefficients D €
RHXWX3  \where H and W are the height and width, re-
spectively. First, D is separately fed into a global average
pooling (GAP) layer and a global max pooling (GMP) layer.
Next, the outputs of the two pooling layers are concatenated,
and a 7 x 7 convolutional layer is adopted to model the inter-
frequency relationships between different frequency bands.
Then a sigmoid function is utilized to generate the weights
for different frequency components. Finally, the learned
DCT coefficients Dry € RP*WX3 are obtained by mul-
tiplying the weights and the original DCT coefficients. This
procedure can be formulated as

D4 = D®o(frer(Concat[GAP(D), GMP(D)])), (1)

where f7.7(+) denotes a 7 x 7 convolutional layer followed
by a batch normalization layer. ® denotes element-wise mul-
tiplication, and o(-) represents the sigmoid function. The
choice of the 7 x 7 convolution is discussed in Sec. 4.3.1.

3.2.2 Global and Local Perspectives

Previous works [7-10] utilize single local or global DCT
coefficients in frequency domain. Local DCT coefficients
are obtained from image patches and some patches may only
contain real regions, resulting in lack of forgery information.
The global DCT coefficients are extracted from the entire
image and can assist these local features. Therefore, we in-
tegrate the global and local frequency features to generate
discriminative frequency features comprehensively.

The input RGB image is first transformed to YCbCr space.
We adopt an FA module on DCT coefficients of the input
image, and obtain the global frequency features D%lflbal €
RIXWX3 " For the local frequency feature extraction, the
input image is first divided into P x P patches. The DCT
and an FA module are sequentially performed on each patch.
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Fig. 1: The overall framework of the proposed FAClue. The FAE learns discriminative frequency features by FA modules from
both global and local perspectives comprehensively. The RFCE modules make RGB and frequency features complementary.
The FGA module fuses two domain features and generates discriminative forgery features for detection.

Then the learned DCT coefficients of the P x P patches
are stitched together to generate the local DCT coefficients
Diecl € REXWx3_ The FAE concatenates D99 and
D2l and then performs inverse discrete cosine transform
(IDCT) [11] to obtain the final frequency features F¥7¢¢ ¢
RH*Wx6 This procedure is defined as

FF7e? = IDCT(Concat[D9 9™, Di25). @)

3.3 RGB-Frequency Complementary Enhancement

(RFCE)

The RGB and frequency features in two streams con-
tain characteristic artifacts that can complement each other
[10]. Inspired by [7, 19], we propose an RFCE module to
mine complementary information in spatial and frequency
domains along spatial and channel dimensions.

We adopt EfficientNet-BO [25] as the backbone network,
which consists of 7 main layers. The inputs of an RFCE
module are the outputs of a backbone layer. The input RGB
and frequency features of the RFCE module are denoted as
FRGB ¢ RHXWixCi gnd FITe1 ¢ RHXWixCi | respec-
tively, where ¢ denotes the ¢-th layer of the backbone. H;,
W;, and C; represent the height, width, and channel of the
corresponding features, respectively. The spatial attention
maps SARCE ¢ REXWix1 and SAT"0 ¢ RFXWix1 can
be computed by

SAfIOP SATT = s[fra (F9P), fra (B[], (3)

K2

where s[-, -] denotes the element-wise softmax operation for
its two inputs. f1x1(-) represents a 1 x 1 convolutional layer
followed by a batch normalization layer. It reduces the fea-
ture channel to one to facilitate the attention map genera-
tion. The channel attention maps CA“P ¢ R1¥1xCi and
CA["° ¢ RV¥1%C are defined as

CARGB CAF™ = 5[GAP(FECE) GAP(FI"9)]. (4)

The final enhanced features MEGE ¢ RH:XWixCi gpgd

Mfreq € RH:xWixCi can be computed by

MF = (SAF @ CAF) @ F¥ k € {RGB, Freq}, (5)

where the spatial and channel attention maps are multiplied
together to generate the final weights for each domain.

The RGB and frequency attention maps focus on different
regions by using softmax operations on spatial and channel
dimensions. Each region corresponds to specific informa-
tion in its domain. Finally, the output RGB and frequency
features concentrate on the prominent information in their
own domain, and their complementarity are enhanced. In-
spired by [26], we insert RFCE modules after the 2nd, 4th,
and 7th layers to enhance the features in low-, middle-, and
high-level stages, respectively.

3.4 Frequency Guided Attention (FGA)

Inspired by [4, 27], we utilize an FGA module to fuse
complementary features in different domains and generate
discriminative features for detection. Specifically, FGA re-
gards frequency features as additional guidance to guide
RGB features focusing on unseen forgery clues in frequency
domain. The outputs of the RFCE module after the 7th
layer, denoted as MPGE ¢ RH7XWrxCr apnd MFTed ¢
RH7xW7xC7 \il] be sent into the FGA module. The FGA
module is formulated as

M =M"F @ o (11 (M),

Frga =MF98 @ (M ® s'(f1x1(GAP(M))), ©
where M € RH7xWrxC7 ig ap intermediate variable. & de-
notes the element-wise addition, and s'(+) is a soffmax func-
tion along the channel dimension. F gy € RATXW7xC7 ig
the output of the FGA module, which will be fed into a fully
connected layer for classification.

4 Experiments

4.1 Datasets and Implementation Details

We evaluate the proposed FAClue on three popular fake
video datasets, namely FaceForensics++ (FF++) [1], Celeb-
DF [28], and WildDeepfake [29]. Each original video in
FF++ is manipulated by four forgery types, i.e., Deepfakes
(DF), FaceSwap (FS), Face2Face (F2F), and NeuralTextures
(NT). Following [31], we use FF++ C23 version (compres-
sion factor of 23) in all experiments. We extract frames from
videos, and utilize DLIB [30] to detect face regions from the
frames with the help of the provided masks. Following the
settings in [1], we enlarge face regions by a factor of 1.3
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Table 1: Comparison of intra-testing results (AUC and Acc).

Table 3: Ablation studies for FAE, RFCE module, and FGA

Method Celeb-DF WildDeepfake module.
AUC Acc AUC Acc Model Celeb-DF WildDeepfake
Meso4 (WIFS'18) [2]  0.6617 0.6753 0.6650  0.6447 AUC Acc AUC Acc
Reccurent (AVSS’18) [32]  0.8652  0.7120 0.6735  0.6687 w/o FAE 0.9983 0.9867 0.8838 0.7895
Xception ICCV’19) [1]  0.8975  0.9034 0.8089 0.7526 w/o FAE-L 0.9985 09830 08839 08011
F3-Net (ECCV’20) [6]  0.9893  0.9595 0.8753  0.8066
Add-Net (MM’20) [29]  0.9955  0.9693 0.8617  0.7625 FIZi*EEj]; c]? [[173] g'gggg 8'3255 8'222 g'ggzs
RFM (CVPR’21) [34]  0.9994  0.9796 0.8392  0.7738 : : : :
MADD (CVPR21) [26]  0.9994  0.9792 0.9071  0.8286 w/o RFCE 0.9993  0.9881 0.8939  0.8033
FTTS (TCSVT’22) [35]  0.8667 0.8074 0.6809  0.6878 RFCE — RFAM [7]  0.9984  0.9879 0.8861  0.7981
Flnfer (AAAT'22) [31]  0.9330  0.9047 0.8138  0.7588 RFCE — MEM [10]  0.9985  0.9874 0.8975  0.8092
FAClue (Ours) 0.9995  0.9883 0.8991  0.8298 w/o FGA 0.9990 0.9871 0.8792  0.8000
FGA — RGA 0.9972  0.9830 0.8535 0.7762
FAClue (Ours) 0.9995 0.9883 0.8991  0.8298

Table 2: Comparison of cross-testing results (AUC). “-” de-
notes the results are unavailable.

Method FF++ (DF)  Celeb-DF  WildDeepfake
Meso4 (WIFS’18) [2] 0.8470 0.5480 0.5974
Reccurent (AVSS’18) [32] 0.9013 0.6356 0.6703
Multi-task (BTAS’19) [13] 0.7630 0.5430 -
FWA (CVPRW’19) [33] 0.8010 0.5690 0.6735
Xception (ICCV’19) [1] 0.9970 0.6530 0.6054
Capsule (ICASSP’19) [3] 0.9660 0.5750 -
EfficientB4 (ICML’19) [25] 0.9970 0.6429 -
F3-Net (ECCV’20) [6] 0.9810 0.6517 -
Two-branch (ECCV’20) [36] 0.9318 0.7341 -
MADD (CVPR’21) [26] 0.9980 0.6744 -
SPSL (CVPR’21) [37] 0.9691 0.7688
LTW (AAATI'21) [38] 0.9850 0.6410 -
FTTS (TCSVT’22) [35] 0.9247 0.6556 0.5982
FInfer (AAAT’22) [31] 0.9567 0.7060 0.6946
FAClue (Ours) 0.9994 0.7146 0.7132

around the center of the tracked faces, and then resize the
faces to 224 x 224. We perform random horizontal and ver-
tical flipping on training data. The patch size in the local part
of the FAE is 16 x 16. Our model is implemented with Py-
Torch and trained on an NVIDIA RTX 3090 GPU. We adopt
EfficientNet-BO [25] as the backbone network. We utilize
SGD optimizer with initial learning rate of le-2, weight de-
cay of le-4, and momentum of 9e-1. We use cosine anneal-
ing scheduler to adjust our learning. The batch size is set as
32. The cross-entropy loss is utilized to supervise the learn-
ing process. The model achieving the best performance on
validation set is chosen to be evaluated on test set. Following
previous works [26, 31], we use area under the receiver op-
erating characteristic curve (AUC) and accuracy score (Acc)
for evaluation.

4.2 Comparison with State-of-the-art Methods
4.2.1 Intra-testing

Following the evaluation protocol in [31], we conduct the
intra-testing on Celeb-DF and WildDeepfake datasets, and
20 frames per video are sampled to calculate frame-level
AUC and Acc. The results indicate that our FAClue achieves
competitive performance compared with other methods on
the intra-testing, as shown in Table 1.

4.2.2 Cross-testing

To evaluate the generalization capacity of the FAClue, we
conduct cross-testing experiments. We train our model on
FF++, and test on Celeb-DF and WildDeepfake. We also
test on DF category of FF++ in the second column of Ta-

ble 2. Although Two-branch [36] and SPSL [37] achieve
better performance on Celeb-DF, our performance is compa-
rable and is better than theirs on FF++. It can be observed
that the FAClue achieves competitive performance compared
with most of state-of-the-art methods. The possible reason is
that FAClue adaptively highlights useful frequency bands to
complement spatial domain features, and the extracted fea-
tures are more generalized and discriminative for detection.

4.3 Ablation Study

In this subsection, we perform ablation studies on Celeb-
DF and WildDeepfake following the same evaluation pro-
tocol as the intra-testing to verify the effectiveness of each
component of the FAClue.

4.3.1 Effectiveness of Frequency-Attention Extractor
(FAE)

The results of ablation studies on the FAE are shown in
the first five rows of Table 3. In Table 3, “w/o FAE” de-
notes the FAClue without the FAE; “w/o FAE-G” denotes the
FAE without the global perspective; “w/o FAE-L” dentoes
the FAE without the local perspective; “FAE — FB” repre-
sents using the filter-based operation proposed in [7] instead
of the FAE; “FAE — BG” denotes adopting the band gather
operation proposed in [10] instead of the FAE. Experimental
results demonstrate the effectiveness of each part in the FAE.
It can be observed that the FAE outperforms band gather
and filter-based operations proposed in [10] and [7], respec-
tively. The possible reason is that the FAE can adaptively
highlight prominent frequency bands and extract frequency
features from both global and local perspectives comprehen-
sively, which integrates the advantage of both band gather
and filter-based methods.

For the FA module, it is noticed that CNN has inductive
biases, i.e., locality and translation equivariance, while DCT
coefficients do not have these properties required by convo-
lution. Intuitively, it might be appropriate to use 1 x 1 con-
volution because it only interacts information along channel
dimension. Surprisingly, the experimental results indicate
the 7 x 7 convolution achieves excellent performance, which
can be seen in Table 4. In Table 4, fr«r + frxi denotes
a k x k convolution followed by a k£ x k convolution se-
quentially. The reason might be that the adjacent values of
DCT coefficients correspond to similar frequencies. Con-
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Table 4: Ablation studies for FA module. We replace the
7 x 7 convolution in FA module with other structures.

Celeb-DF WildDeepfake

Model AUC  Acc AUC  Acc
fixa 0.9993  0.9882 0.8718  0.7949
faxs 0.9978  0.9870 0.8832  0.7990
fsxs 0.9993  0.9884 0.8723  0.7873
f7x7 (Ours) 0.9995 0.9883 0.8991 0.8298
foxo 0.9989  0.9874 0.8623  0.7752
fixi+ fixa 0.9994  0.9880 0.8774  0.7913
faxa + faxs 0.9979  0.9858 0.8933  0.8080
faxs 4 faxs + faxs  0.9994  0.9876 0.8825  0.7990

Original DF FS F2F NT

Fig. 2: Grad-CAM visualization of the proposed FAClue.
The warm color represents the regions that respond strongly
to the prediction of fake (the second row) or real (the third
row). The heatmaps highlight the areas around the face
boundaries, especially around eyes and mouths.

volution with large kernel may generate weights based on a
close range of frequencies rather than just a single frequency,
which may use more frequency information to predict more
accurate weights for each frequency band.

4.3.2 Significance of RGB-Frequency Complementary
Enhancement (RFCE) and Frequency Guided At-
tention (FGA)

The ablation study results of RFCE and FGA modules
are shown in the 6th to 8th and 9th to 10th rows of Table
3, respectively. In Table 3, “w/o RFCE” denotes the FA-
Clue without RFCE modules; “RFCE — RFAM” denotes
using RFAM [7] instead of the RFCE module; “RFCE —
MEM” denotes adopting MEM [10] instead of the RFCE
module; “w/o FGA” denotes replacing the FGA module with
the element-wise addition; “FGA — RGA” represents using
RGB features to guide frequency features in the guided at-
tention module. Experimental results demonstrate the signif-
icance of RFCE and FGA modules. It can be observed that
the performance is degraded when the RFCE module is re-
placed with the RFAM [7] or MEM [10]. It can be explained
that the RFCE module makes RGB and frequency features
focus on prominent information in their domains, which in-
creases the complementarity of different domain features.

4.4 Grad-CAM Visualization

As shown in Fig. 2, we utilize Grad-CAM [39] to visu-
alize the feature maps extracted by the FAClue. The feature
maps are the outputs of the FGA module. Our FAClue is
trained on FF++. The warm color represents the regions
that respond strongly to the prediction of the correspond-
ing category. It can be observed that the heatmaps highlight
the boundary areas of the faces, especially around eyes and
mouths. It indicates the FAClue utilizes foreground (facial

areas) and background (areas outside the face) information
together. The FAClue focuses on the inconsistency between
the boundaries of foreground and background regions to de-
tect forgeries. The heatmaps have similar highlighted re-
gions for four manipulation types, which demonstrates the
forgery features extracted by the FAClue are generalized.
From the above two visualizations and analysis, utilizing fa-
cial and background information together can improve the
generalization capacity, which is consistent with the conclu-
sion in [40].

As shown in the first and sixth columns of Fig. 2, for
original category of FF++, our FAClue shows no response to
fake class while shows high response to real class. It indi-
cates that the features extracted by the FAClue are relatively
discriminative for deepfake detection.

5 Conclusion

In this paper, we propose FAClue, a dual-stream network
for end-to-end deepfake detection. Specifically, the FAE
learns discriminative frequency features comprehensively,
and RFCE modules make RGB and frequency features com-
plementary in an explicit manner. The FGA module fuses
two domain features and generates discriminative forgery
features for detection. Our FAClue is compared with sev-
eral state-of-the-art methods on three benchmark datasets,
and achieves competitive performance on both intra-testing
and cross-testing. Ablation studies demonstrate the effec-
tiveness of the three main components. Grad-CAM visu-
alizations show that the proposed FAClue can extract gen-
eralized and discriminative features for deepfake detection.
In the future, we will try to capture more fine-grained fre-
quency features and integrate features from other domains
to enhance the generalization capacity.
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